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What is the Flexible Terminal Concept? 
The Flexible Terminal is an operational concept being developed under the USAF Pilot Phase 2 program1, 
and motivated by the conclusion of the Pilot Phase 1 Study2: 

“If new COMSATCOM services can deliver higher data throughput, better protection, and 
increased connectivity, then future military needs will continue to rely on the commercial 
sector for long-range communications. As this happens, there is potential to achieve 
increased gains in capacity, efficiency, and resilience by collectively managing the 
commercial services in conjunction with existing and future purpose-built MILSATCOM 
systems. Realizing these gains, however, will require changes in both the technical and 
acquisition domains.” 

The objective of this program is to develop and demonstrate a prototype capability which enables 
deployed wideband SATCOM terminals to “roam” between satellites and networks very rapidly to 
enable operations in contested and congested environments, or to mitigate network failures.   This 
effort will also develop draft open standards for use by industry and the government to enable rapid 
integration into terminal modernization and development efforts, making it widely and promptly 
available to DOD users.   

In the course of our participation in the USAF Pilot Phase 2 Prototype development program, Knight Sky, 
LLC produced a system architecture we call the Flexible SATCOM Enterprise Architecture.  Our FMI 
prototype software was developed to be consistent with this architecture.  While we believe the 
approach described below fully addresses the USAF objectives, it has not been officially adopted or 
endorsed by the USAF. 

The Flexible SATCOM Enterprise Architecture (FSEA) 

The FSEA consists of three architectural components, all implemented in software using an Open 
Systems Architecture approach.  These provide an additional control or “orchestration” layer on top of 
the existing DOD Wideband MILSATCOM or COMSATCOM systems – it does not replace existing system 
elements.  The core mission data transport systems remain intact, but the new orchestration layer 
provides capabilities to enhance flexibility of network access, increase support to deployed operators, 
and increase network situational awareness for network managers.   

The FSEA is a distributed framework which allows synchronization of deployed terminal elements with 
satellite and IP network operations, personnel, and systems.  The operational system view provided in 
Figure 1 identifies the system components and where these components are located within the overall 
system environment.   

                                                           
1 C5 OTA W15QKN-17-9-5555. The FSEA was previously referred to as the Flexible Modem Interface (FMI), but has 
been renamed herein to better reflect its operational role as it has evolved during the performance of the Phase 2 
Prototype development effort. 
2 USAF SMC/MCX Wideband Communications Architecture Study (WCAS) Report, MIT Lincoln Laboratory, March 
2018. 
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The major system components of FSEA include: 

1. Terminal Manager (TM) – This software component runs locally on hardware within the 
terminal equipment set.  The TM communicates with the deployed terminal equipment 
(antenna controller, modem, BUC, router, etc.) through their native M&C interfaces. It provides 
a single interface for provisioning, management, and monitoring back to the Fleet Manager, as 
well as a consolidated User Interface (UI) for the terminal operator to operate and maintain the 
entire terminal system. The TM stores alternate configurations and software loads for the 
individual terminal equipment (Terminal Configuration Packages). The configurations and 
software are preloaded and/or updated by the Fleet Manager based on mission needs and/or 
network changes. The operator can select which configuration they want to utilize, or have the 
Terminal Manager automatically load a configuration based on certain criteria (location, 
authorized network access, etc.).  The act of loading and activating a terminal configuration via 
the TM implements the mobility and roaming features desired to provide the flexible network 
access, and all the associated mission benefits (e.g. resiliency, reduced congestion, higher fleet 
throughput, etc.).  The TM software performs this configuration loading function rapidly, and 
eliminates user input errors, resulting in increased assured connectivity to the wideband 
SATCOM services.  

 
Figure 1: FSEA Operational Architecture 
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2. Fleet Manager (FM) – The Fleet Manager software component is located at a Government 
Network Operations Center (GNOC)3 providing full management of all Terminal Managers 
associated with a given “fleet” of terminals.  It also interfaces directly with Network Service 
Providers to synchronize network configurations.  The FM supports: 1) Planning, 2) Provisioning, 
3) Network Operations Orchestration, 4) Situational Awareness/Common Operating Picture, 5) 
Data Analytics and Optimization.  The FM provides a User Interface (UI) for the GNOC personnel 
to monitor and manage individual terminals, as well as providing reporting at the satellite 
network, provider and fleet levels. The FM also gives network providers an interface through 
which they can provide service-specific configuration information.  Government NOC personnel 
use this service-specific information, combined with terminal and mission information, to 
produce Terminal Configuration Packages (see below), which are then pushed/pulled down to 
individual Terminal Managers.  The FM provides APIs to other enterprise systems that may 
reside in the GNOC or connected to the GNOC.  For example, it could interface with existing 
systems that monitor SATCOM RF spectrum to detect interference and verify transmission plans. 

3. Service Manager (SM) – The Service Manager is a set of applications and APIs that reside inside 
the Network Service Provider’s (NSP) domain.  In Figure 1, these are depicted at the Commercial 
Network Operations Center (CNOC) or the DOD Network Operations Center (DNOC).  It supports 
interfaces to the Fleet Manager for both online and offline interactions to coordinate FM control 
of the TM configurations and operating modes with the NSP’s real-time network management 
functions associated with the native modem platform.   

As described above, the Fleet Manager provides the top-level orchestration across the terminal fleet 
and the Network Service Providers.  This orchestration requires two key control interfaces, one between 
the Fleet Manager and each Terminal Manager within its domain, and another between the Fleet 
Manager and each of the Service Providers supporting the networks within the domain.  The Pilot Phase 
2 Prototype effort is developing draft standards for these interfaces, documented in Interface Control 
Documents.  The functions of these interfaces are described briefly below. 

• Terminal Control Interface (TCI) – During normal operations, when the terminal has IP 
connectivity to the Fleet Manager, this interface is utilized by the TM to communicate with the 
Fleet Manager (Control Plane only).  The FM provides updates over this channel to the Terminal 
Configuration Package, provides overall network/fleet status information, or direct control of 
the terminal (e.g. in the case of an unmanned remote terminal).  Once the terminal is 
operational on the satellite network, the TCI channel is implemented within the wideband 
transport IP data stream.  Prior to network acquisition, the TCI can be implemented “out-of-
band” using an alternative communications channel (e.g. Iridium, MUOS, packet radio).  This 
narrowband channel provides very basic status and control information, analogous to text 
messaging, sufficient to assist with satellite network acquisition. 

                                                           
3 It is anticipated there will be distributed GNOC functions associated with regional theaters, COCOMs, Service 
Elements, etc.  The architecture does not dictate a particular organization structure, but rather defines capabilities 
that can be distributed as best meets the operational requirements for particular military missions. 
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o Terminal Configuration Package (TCP) – The TCP is transmitted over the TCI and contains the 
complete configuration for all components of a specific deployed satellite terminal to 
operate on a specific satellite network. It also defines required software releases for those 
components to operate the included configurations. The package contains metadata 
defining the area of service availability (typically defined by the satellite footprint), service 
availability time period, and other mission-specific parameters that define or constrain the 
use of the configuration package. The Terminal Configuration Package is created by the 
Fleet Manager and Government NOC personnel based on terminal information, network 
provider configuration, and service contract data. It is transferred to the specific Terminal 
Manager for activation when appropriate. The Terminal Manager utilizes the information in 
the package to (re)configure applicable terminal equipment and initiating services.   The 
Terminal Configuration Package also can be manually loaded into the TM TCP library to 
provide a pre-deployment baseline of networks for the terminal to utilize when it arrives in 
the field. 

• Service Provider Management Interface – This interface provides a structured means of 
communications between the GNOC and one or more NSP NOCs (CNOC or DNOC).  It provides a 
way for the FM to request services or changes in services and identifies the terminal 
characteristics to the NSP.  It also provides a mechanism for NSP delivery of network specific 
configuration data for each terminal in the fleet, as necessary to allow the terminals to access 
the contracted services.  It is also used to deliver real-time network status and performance data 
to the FM for consolidation across the terminal fleet and all NSPs.   

FSEA Supports Enterprise Management and Control 

The USAF is developing a concept for Wideband SATCOM Enterprise Management and Control4 to 
“provide resilient, effective management and visualization of a heterogeneous enterprise SATCOM 
environment, including both MILSATCOM and COMSATCOM resources”.  The Enterprise M&C concept 
includes the FMI-Enabled Terminal, the Enterprise Manager, and interfaces to Commercial and DOD 
service providers.  The Terminal Manager described herein is essentially identical to the Terminal 
Controller which makes SATCOM terminals “FMI-Enabled” within the Enterprise M&C concept.  The 
Enterprise Manager is envisioned to comprise several application suites and tools, including: 

• Service Planning 
• Service Broker 
• Service Orchestrator 
• Situational Awareness Manager 
• Service Pool Manager 
• Security Manager 
• Data Warehouse 

The FSEA Fleet Manager addresses much of the functionality envisioned within the Enterprise Manager, 
particularly with regards to the detailed planning, fleet/terminal operational orchestration, situational 
awareness, and interfacing with service providers.  The Enterprise Manager includes additional 

                                                           
4 Enterprise Management and Control: Path to Responsive SATCOM, LTC Gary Thompson, Joseph Vanderpoorten, 
Michelle Glaser-Wiener, MILCOM 2018. 
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capabilities to support long-range strategic planning and integration with existing enterprise-level 
systems, particularly within the MILSATCOM domain.  The FSEA interfaces described above are directly 
applicable to the Enterprise M&C framework, as is the Terminal Manager.  The USAF SMC is planning 
follow-on efforts in 2019 to further develop the Enterprise Manager, and much of the architectural 
design of the Fleet Manager and Service Manager will be directly applicable to this effort. 

General Operations Overview 
The following provides a general sequence of activities that take place operating SATCOM networks, and 
describes how FSEA components are used within this life-cycle.  It is depicted in Figure 2. 

1. Forecasting and Planning  – The military leadership for a particular mission or set of missions, 
engaged with COMSATCOM satellite and services providers, uses a variety of planning and 
resource allocation tools and processes available within the enterprise to develop specific 
configurations of carriers and/or managed network service requirements needed to fulfil the 
mission’s SATCOM communications requirements.  These requirements can also include several 
contingent carriers and potential network accesses that represent possible surge solutions, 
and/or provide solutions to address potential loss of satellite resources as the result of failures 
or attacks.  In general, some of this planning effort takes place outside of the FSEA framework 
(e.g. perhaps within the larger Enterprise Manager framework), but the end results are captured 
in the Fleet Manager databases and used throughout the FSEA framework. 

2. SATCOM Resource Allocation – This process allocates resources available from the various NSPs 
to specific terminals, appropriate to the terminal capabilities, mission roles and priorities.  The 
output of this is a set of TCPs for each terminal enabling its access to its allocated networks.  
This process enables strategic load balancing and contingency planning to mitigate network 
attacks or failures. 

3. Terminals Provisioning – TCPs are loaded into each terminal, initially by direct download from a 
locally attached laptop, and then they are continuously updated via secure network 
communications between the Terminal Manager and Fleet Manager anytime the terminal is 
online.  (This is analogous to initial loading of Windows on a new laptop via a CD-ROM, then 
receiving updates periodically over the Internet for installation on the laptop.) 

4. Terminal Activation/Network Acquisition – Terminal operators acting under appropriate 
command authority activate one of the carriers or network accesses available in the terminal’s 
TCP library.  The User Interface provided by the Terminal Manager makes this a simple selection 
from a menu. 

a. In response to this selection, the Terminal Manager accesses its database of Terminal 
Configuration Packages, and loads the corresponding data into each device (e.g. modem, 
router) within the terminal.  This loading is performed automatically by the Terminal 
Manager, and the Terminal Operator is informed of progress if the terminal is equipped 
with an auto-point antenna, the ACU is also configured.  If the BUC has an M&C port, it 
can be commanded to the proper attenuation level or LO frequency.  Once all terminal 
device configurations are complete and the Terminal Manager verifies their correctness, 
the Terminal Operator is notified that the terminal is ready to acquire the 
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satellite/network. 
b. The Terminal Operator selects the “Acquire Satellite” function, and the Terminal Manager 

then implements this automatically to the extent the terminal is automated (i.e. has an 
auto-point antenna).   

c. In the case where the terminal is operating autonomously (no local operator), the 
desired network is selected by the Terminal Manager software by evaluating a set of 
rules, and then the process proceeds the same as if a human operator had selected the 
network. 

d. Once the terminal is successfully online and passing wideband IP traffic, the Terminal 
Control Interface (“In-band Control Channel) is activated to provide dynamic 
configuration database updates, and for the Terminal Manager periodically to provide 
terminal status and network performance/ utilization data visible from its perspective in 
the network.  (The Out-of-Band Control Channel is used prior to full network acquisition 
to provide basic status and control information over its narrowband link.) 

 
Figure 2: FSEA SATCOM Operational Lifecycle 

5. Monitoring – The Service Manager provides periodic network performance/utilization data 
visible from its perspective in the network to the Fleet Manager.  The Fleet Manager combines 
this with the information provided by each terminal in the network to obtain a complete 
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network operating picture.  Data is stored (i.e. the “Data Warehouse”) to provide historical 
analysis of utilization and performance and to provide a rich data source for deep analytical 
analysis.  Analysis of this fleet-wide operational data informs the forecasting and planning 
functions and closes the operational loop.  This enables more effective design of deployed 
networks and utilization of valuable space segment resources.  Operationally, this will result in 
updates to optimize Terminal Configuration Packages for existing terminals, as well as provide 
more effective and efficient Resource Allocation when new terminals are added or mission 
requirements change.   

Operational Benefits of FSEA 
The Pilot Phase 2 program was motivated by the findings of the Pilot Phase 1 study report.  These 
included: 

• “. . . migrating towards a heterogeneous architecture comprised of multiple SATCOM systems. 
These systems could be either exclusively commercial or a mix of DoD purpose-built and 
commercial systems. The diversity of systems provides sufficient capability to meet projected 
demand, while increasing the resiliency of the overall architecture to system degradations.” 

• “End-user terminals should be capable of operating across multiple satellites and frequency 
bands . . .” 

• “Effective interface control and architecture standardization within a military terminal must be 
established to ensure long-term sustainability of the end-user terminal segment architecture.” 

• “. . . a heterogeneous architecture must be managed as an enterprise.” 
• “. . . in order to develop a wideband architecture that can be both efficient and resilient, 

flexibility and pooling of resources is required.” 
• “. . . it is recommended that DoD experiment with some of these concepts through the small-

scale prototyping of selected use cases.” 
The Pilot Phase 2 program was specifically directed at exploring and evolving these insights and 
developing prototypes of required capabilities.  The FSEA addresses the needs identified in Phase 1, with 
the resulting benefits summarized in the table below.  

Advantage/Feature of FSEA Benefits - Problem/Deficiency Mitigated or Eliminated 

• Enables SATCOM Roaming 
– easy, rapid movement 
between different 
networks, satellites, and 
service providers. 

 Resilient SATCOM Operations:  FSEA-enabled SATCOM is 
significantly more resilient to a broad spectrum of impairments, 
providing reduced mission vulnerability to EMI/RFI, 
satellite/network failure, congestion, and cyber-attack.  

 Improved Efficiency: With FSEA-enabled SATCOM, network 
stovepipes are eliminated and large resource pools can be for load 
balancing and surge support. 

 Improved Mission Effectiveness: Access to other networks enables 
rapid response to changing mission requirements including 
throughput, geographical reach, look angle restrictions, etc. 
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Advantage/Feature of FSEA Benefits - Problem/Deficiency Mitigated or Eliminated 

• Provides Full End-to-End 
Network Situational 
Awareness 

 Reduces time to address network failures or attacks. 
 Improves planning for better efficiency for future missions. 
 Provides objective measures of system performance with end-to-

end perspective. 
 Provides accurate utilization metrics to support trend analysis and 

SLA compliance to inform future planning and resource allocation. 

• Provides Enhanced 
Support to Tactical 
Terminal Operators 

 Faster deployment and troubleshooting by terminal operators. 
 Easier/faster diagnosis and troubleshooting of problems. 
 Easier configuration of new equipment installed to replace failed 

unit. 
 Reduces training requirements for operators. 
 Enables remote support by expert SMEs shared across all terminals 

in the enterprise. 

• Delivers Enhanced 
Logistics and CM/QC 
Support for Sustainability 

 Real-time terminal asset management and configuration 
management are provided with terminal status reporting. 

 Facilitates embedded software updates. 
 Supports technology refresh and equipment repair. 

• Cost-Effective  The proposed approach is very economical to implement relative to 
any alternative. 

• Timely and Low-risk  The proposed approach can be deployed quickly and accrue large 
benefits in the near-term to meet immediate needs.  It is very 
amenable to spiral development and deployment. 

Next Steps 
The USAF SMC anticipates continuing the development of the Enterprise M&C concept in 2019 with a 
focus on the Enterprise Manager functions listed above.  The Pilot Phase 2 prototyping and the FSEA 
architecture provide a springboard for this follow-on effort, particularly with regards to helping 
formulate a hybrid MILSATCOM/COMSATCOM management framework that respects the inherent 
differences in these domains, while fully exploiting their respective capabilities for the benefit of the 
U.S. Military.  Knight Sky, LLC is fully prepared to support the USAF in these follow-on efforts, using our 
experience as a provider and integrator of managed SATCOM network services, and as a terminal 
integrator.  We are engaged with industry in both the service provider and equipment provider 
communities to ensure the architecture is robust and implementable, and we welcome joint exercises, 
tests and demonstrations. 

For further information, please contact: 
David Meadows, VP SATCOM Programs, david.meadows@knight-sky.com, 240-252-1966 
George Knizewski, President & CEO, george.knizewski@knight-sky.com, 240-252-1951 
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